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Securing Wireless
By: Daniel Scarberry (please direct all questions to danscarb@uat.edu)

Four steps can be taken to secure a home users wireless connection: changing the default password,
changing the default SSID, disabling the broadcasting of SSID, and enabling WEP encryption. With these four
steps a casual home user is closer to keeping there Internet from unwanted intruders and securing his/her own
computer files. The following document will provide a step by step method for securing your wireless connec-
tion using the four techniques listed.

*#xx*Before making any changes to a router configuration you should be hardwired to the router. To do this,
connect an Ethernet cable from the back of your computer to an open port on the back of your router. This will
prevent you from mistakenly being locked out of your router. All changes made in this document are reversible.
To revert to the default settings of your router refer to the Default Settings instructions listed at the end of the
document.

This document follows the steps to configure Linksys brand hardware. If you have a different brand router, the
configuration will be very similar and you should still be able to follow these instructions closely. Are you ready
to have fun? Good luck!

e Changing the Default Password

1.  Open a web browser of your choice. (The Default Microsoft web browser is Internet Explorer.)
Point browser to http://192.168.1.1 (This is the default ip address of your router)
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3. A message box will appear prompting you for a username and password.
4.  Leave the username field blank and for the password field enter admin. Click the

hdl Prompt .3

(? ) Enter usemame and password for "Linksys BEFW1154 V2/v3" at huip://192.168.1.2
User Name:

........

[] Use Password Manager to remember these values.

l OK | | Cancel

L ' : ' -
OK button. (Now we’re in. How insecure was that?)
5. You are now at the main setup tab of the Linksys Web Configuration page.
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6. Across the top of your screen you’ll find a list of tabs. Click on the Password tab.
PASSWORD
(Enter New Password)
{Fe-enier To Confirm)
" Enable  Disable
€ yes  Ne
Apply | Cancel
7.  Input your new password in the Router Password: field and Click Apply at the bottom of the page.
Settings are successful.
You will be retarned to the previous page after 8 seconds,
8.  Great Job! One security step down. Four to go.
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e Changing the SSID
1. Login. (I will now refer to steps 1-5 in Changing password as a normal login scenario)
2. Find the SSID field and replace linksys with your choice of name for the wireless connection.

Hosl Name: (Rogriad by soe 15Fs)
Domaln Name: (Rogeimd by some 18Py

Firmware Version: EEREERYS I LRl i
(EL AL S A Addrenn: 00-06-25-9B4E-D0)

192 .[168 .1 E [Device IP Address)
255.255.255.0 | (Subnet Mask)

" Emable & Disable

o [NENENN

SSID Broadeast: © Enable * Disable
Channel: |6 x| (Domain: )
WEP: € Mandalory & Disible WEP Key Setting

WAN Connection Type: L TULFESITRC R R8T 2T
| Obtain an 1P automatic ally j Selec! the Intemet connection type you wish 1o usa

_Apply | cancel

3. Click Apply at the bottom of the page.
4. Congratulations! You’ve now changed the SSID of your router. One more step closer to nirvana.

e Disable Broadcasting SSID
1. Login
2. On the main setup tab check Disable in the box titled “SSID broadcast”.

Hosi Mame: l TRapmiml by e 15Ps)
Domain Mame: I (Rapmimd by s ISP

Firmware Version: 14337, Nov 152002
(L RLL L MAC Addrens: 90-08-29-9B-6E-D0)

ENE . |68 _il 2 (Device IP Address)
!255.255.255_0 =| (Subnet Mask)

" Enmnble ® Disble
ssi:  [CHANGE MEWIIN

© [0 © [

Chnnnel: ﬁ {Domain: )

WEPF: © Mandatory  Disible WEP Key Seiting

WAN Conneclion Type: BECTEEEETTRLLE CEER] BT 20
IDb{aIn an IP automatically *| Select the Intemet connection type you wish 1o use

Apply Cancel ]
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3. Click Apply at the bottom of the page.
4. Congratulations! Your SSID is no longer being broadcast for the world to see.

o FEnable WEP (128 bit)

**This is by far the longest set of instructions to follow, but it also a very important step in protecting your
wireless network. If at anytime you are locked out of your router please follow the Revert Configuration in-
structions at the bottom of this document.

1. Login

2. Along the top of the setup page find the Advanced tab and click it. After clicking Advanced
another selection of tabs will appear. Find the Wireless tab and click it.

CO-wRT #1I pewfinal)

Wineless G Broadband Router Repeat.This

Wireless
Setup Waeless Securty

Bmsc Selings |

Wireless Network

Wirglezs Wiode I.GP TI
Vs Network Mode [Meed =]
Vrsess Network Name (SS0) Ibudge—ﬂns

W gy Craveel l‘:* -2 437GH: 'l

Virsiesy S50 Brosdosst O frable | Disabie

S e e

3. From the Wireless tab find and click the Wireless Security tab.

BOWET 2 (prwtial)

Wireless G Broadband Router pepest Inis

Applications
&G

Administration Hslus

WS

Wireless Secuity

Securiy WMode Decable "'I
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4. At the Security Mode list select WEP

Linksys'

A Divenion of Cimee Sywieesa ine. DDWET 17 (preteall)

Wireless -G Broadband FRouter repeat. This

Wireless

Dzfanit Trowrizmid
Kt Fq O3 O3 04

WEP Encryplion E5-1 bz 10 kexdigts =
Puaspresse. | _Genorata |

Hey ¥

Wy 4

[
Hey 2 [
I
|

T e e

5. Once the WEP dropdown is selected you will have an option between “64bits 10 hex digits”
and “128bits 26 hex digits” Both require the same steps for setup. For this document select “128 bits
26 hex digits” for the added security.

6. For ease of use you can use a passphrase to automatically generate a key for you or you can
create your own key. We will choose the passphrase option for its ease of use. The passphrase field

is case sensitive and must not exceed 16 characters. Find the Passphrase: field and create your own
pass phrase to be encrypted. Click the Generate button after you enter your passphrase.

LinksYSs'

A Devrien o it S, et Fierraa O WRT K11 Gore firailT)
Wireless G Broadband Router

Wireless

Sapurity Wiode: WEP -rl
Dol Trandsd - ~ -
i 1 0203 Oy

WP Brncrypton 128 bitg 26 hox digeg vl

Pasapivase [Darsel | Ganerse
by |2EB:‘EFJ\F5FE3?5?M.‘@EEEQ
FEy 2 [2aEADTCHE IFEIFIZRIE 1592
Fey ¥ [ECEE?M-"FMDUU:DEU‘ 4B
L |:\S1,}C1ED?.Q1 F436145TCOFBABE
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7.
a wireless connection you will now be locke

Click the Save Settings button at the bottom of the page. (If you’re configuring your router from

d out of the router.) Congratulations!! Our router configu-

rations are now complete. We will now move onto configuring the computer to communicate with the

new configuration.

8. Four sets of keys were created in the fields Key 1: Key 2: Key 3: and Key 4: Copy the all of these
keys generated to a Notepad file and save it for reference. All computers connected to your wireless

network will need one to use one of these ke

ys in order to connect to your network. It’s your personal

choice as to which of the four keys created you will use in your network.

*The following instructions are geared towards users of Microsoft’s Windows XP

9. Click on the Windows Start Menu on the bottom left hand side of your screen. Then click Run.
10. A message box will appear. Type ncpa.cpl in the Open: field and press OK.

Type the name of a program, folder, document, or
Internet resource, and Windows will open it for you.

21|

Open: I ncpa.cpl|

11. After pressing OK the Network Connections window will appear. Find the Wireless Network
Connection icon. Click on the Wireless Network Connection icon once. The Wireless Network

Connection is now selected.

Fle Edt  Wiew Favietes Took Advanced  Melp

) S R Sewch Foldurs

b

=101 x|

Address [ hetwork Cornectiors.

=8

Direct
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12. Go to File on the top left of your screen and from within the File menu select Properties.
(S revworkcomnections ~ioix]

Fle ES Yiew Favortes Toos Adweced Help >
Disable

i | Search Fodes | |5 o0 K M) |-

fepar hs ] B

Hetwork Setup Wizard...

Create Shortod

Rishadte

r—

LAN cr Hagh- Speed Internect

g )J—I Lia<al Ared Connection ¥
L -
C > A a

—

Wizard
Mesw Cornasction wizsrd ﬁ Metwaork Setup Wazard
"
—_—

il
r' --"t t

13. After selecting properties the Wireless Network Connections Properties window appears. The
properties window contains three tabs. General, Wireless Networks, and Advanced. Click the Wire-
less Networks Tab. It’s the second tab from the left.

- Wircicss Setwork Connection Propertes 2%
Genesad  Winshess Nebvodcs | Advarced |

¥ Lise Windows b configuie my weslsss nsbwork ssttings

Avadsble reteotks
To connect bo an avalabie netvod:. chok Configus

i E‘II'I il 3.3? Configre
¥ Flefrech

Predetied rsterok.
Auteenabic aly conrect bo avalable rebveod.s in the oder kihed

i 2141337 Mot dovn

Add. | Remove | Properes |

ssiing uo wrckess notvork |
Lean sbout

N
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14. Great Job!! Only a few steps left. Do you remember what you changed your SSID to earlier in the
Changing the SSID step? You’ll need that name now. Click the Add button under Preferred Networks.

wireless network properthes K ﬂﬂ

Associstan | Auhenticaon |

Hetwork rame (5510F |
‘Wirslenn resbwrk ksy [(WEF|
Thiz recbvrork requises & ke for the follovrg

P Data ancrption (WEP enabled]
™ Metwork Authenitication [Shard mode]

=

¥ Tho ey is pronidied for me sutomatically

I Thet = & compubes bo-compubes [ad hoc) rebeork vrsks:
BCCEiE pomnls 2o Nol uded

ok | cowe |

15. Find the Network name (SSID): field and enter the name you chose for your SSID earlier in our setup.
[ \=chess network properties 2]

| Associstion | Authentication |

Network name (3510F  [Dianel
Wipsbaty nateork kay (WEP]
Thet rosbwocrk, regunes & by for the folowing

¥ Diska encryption WEF enabied)
™ Mosbwosk. Awtihertication [Shared moda)

[
I

=

¥ The key it prorded o me sulomshcally

[T This s & compuber-to-comguber [ad boc] nebwodk: wrsksss
SocEiE Dorili &8 redl Lbed

| 0K I Cancel
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16. Make sure the box: Data encryption (WEP enabled) is selected.

17. Uncheck the box: The key is provided for me automatically.

18. After un-checking: The key is provided for me automatically. Two fields, Network key: and
Confirm network key will no longer be shaded.

_ETH

[wiecicws nctwork properties 08

Agsocishon |_.!.;,r|-.m-m|

Motavcre e [S510F |Darel
‘wirsless restwcal ke [WEF]
Tt rusberoch; pecuaet & by lof the lolowng

¥ Dt encryption (WEP enabled)
[ Hetwod Authentaz ston [Shansd made)

Hetenzed, hey I

Confim network ke F

Eay indesx [advanced. fl __JZI
™ The kossp iz prervaced fod s subomati oy

[T Ths i 8 compuber-te-compubes | ad hoe | nebeork,; weeless
SOCEET DOrEs &8 roll ubed

1[4 I Carzel

19. Remember those keys you copied to Notepad earlier? It’s time to put those to use. Copy one of
those keys into the Network key: field and copy that exact same key into the Confirm network key:
field. If you decide to type the key in, you will not be able to see what you are typing.

2

Aszoxaation | Authertication |

Ntwork, nas [S510) [aneel
‘wieelets netwark key (WEP)]
Thiz retvork, sncuares & ey for the followang

¥ Dista encapption PWEP enabied)
™ Mstwork Aathenticstion [Shaved mods)

Hetwork. ey |-ullu"1"un-ul TTTITY

Corfiess resbwcs; kay |'IHI-|I"I'IiIHI"II'I'IiI'Ii uuuu{

o s [ chvanced) |1 _.3
[T The ke is provaded bor me sutomatcslly

[T Thiziz & compute do-compute |5d hoc] nehwork; wralast
Bccett porks aie nol uhed

[ ok | conca |
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19. Press OK and then OK again. Then get ready to dance! Because you’re DONE!

Modules

sk sk sk ske sk sfe sk skeoskeoske sk sl skeskeoskeske sk sk

Logging into the Router:
1. Open a web browser of your choice. (The Default Microsoft web browser is Internet Explorer.)
2.  Point browser to http://192.168.1.1 (This is the default ip address of your router)

e i TR

T ple Et wew Go Pockmaks Tooh  andow  belp

' = .3 1 = S . |
o R i 192.148.1.1 || searen | m

3. A message box will appear prompting you for a username and password.
4. Leave the username field blank and for the password field enter admin. Click the OK button.
(Now we’re in. How insecure was that?)

b Prompt o

@ Enter username and password for "Linksys BEFW115S4 V2/V3~ at http://192.168.1.2
User Name:

Password:

.........

[[] Use Password Manager to remember these values.

L oK || Cancel J _I

5. You are now at the main setup tab of the Linksys Web Configuration page.
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Return to Default Settings:
One day you’ll inevitably need to reverse the changes you’ve made to your routers configuration. Maybe

you’ve forgotten the password to the router or you setup WEP encryption from a wireless connection and
locked yourself out. Don’t worry, either way you’re not lost, follow this single step and you’ll be back in

business.

*  Look on the back of your router. You’ll have a selection of Ethernet ports and a lonely button:
Press and Hold this button for ten seconds. WARNING: RESETTING YOUR ROUTER WILL

CAUSE ALL SETTINGS TO BE LOST!
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